
WHITE EARTH TRIBAL UTILITY COMMISSION
CONFIDENTIALITY AND DISCLOSURE POLICY

1.
General Policy

It is the policy of the White Earth Tribal Utility Commission (Commission) that commissioners, staff, contractors, and agents of WE TUC may not disclose, divulge, or make accessible confidential information belonging to or obtained through their affiliation with the Commission to any person, including relatives, friends, and business and professional associates, other than to persons who have a legitimate need for such information and to whom the Commission or other governmental authority has authorized disclosure. Commissioners shall use confidential information solely for the purpose of performing their duties as a commissioner for the Commission. This policy is not intended to prevent disclosure where disclosure is required by law.

Commissioners must exercise good judgment and care at all times to avoid unauthorized or improper disclosures of confidential information. Conversations in public places, such as restaurants, elevators, and airplanes, should be limited to matters that do not pertain to information of a sensitive or confidential nature. In addition, commissioners should be sensitive to the risk of inadvertent disclosure and should, for example, refrain from leaving confidential information on desks or otherwise in plain view and refrain from the use of speakerphones to discuss confidential information if the conversation could be heard by unauthorized persons.

2.
Confidential Information

Commissioners manage, acquire, and have access to confidential information that must stay within the Commission for official Commission actions. Confidential information includes, but is not limited to, internal Commission records such as employee personnel information, financial information, computer and software systems and processes, and associated documents and utility information such as confidential and protected trade secrets and business records. Commissioners are not permitted to share this confidential information with anyone outside the Commission, or to remove or make copies of any of Commission records, reports, or documents in any form, without prior Commission approval. Disclosure of confidential information may lead to disciplinary action, which may include removal from the Commission, as well as other possible legal action. Additionally, commissioners are prohibited during and/or after their term from using the Commission's confidential information in any form for their own purposes or for those of other persons or entities. 

3.
Specific Confidential Matters

Personnel Information.  It is the policy of the Commission not to give out commissioner or employee personal addresses, phone numbers, personnel file information, salary, and other personally identifiable information to outside persons (with the exception of the human resource department’s dealings with benefit providers). 

Commission Meetings: On any internal matters of the Commission, the vote of the Commission, both the numbers of affirmative and negative votes and the individual votes of commissioners, unless specifically requested by a commissioner otherwise, shall be confidential but the record of individual votes must be kept on file. Matters that are required to have an open meeting vote are not covered by this provision.
Commissioners shall not disclose to anyone outside of the Commission the statements, positions, or votes by any commissioner on internal actions taken by the Commission or its committees. Only in extraordinary situations may a commissioner disclose his or her position or vote on a Commission or committee action, and only after advising the Commission’s chair before making such a disclosure.

4.
Documents
At the end of a commissioner’s term in office or upon the termination of an employee’s  employment, he or she shall return, at the request of the Commission, all documents, papers, and other materials, regardless of medium, that may contain or be derived from confidential information in his or her possession.

5.
Enforcement
Breaches of confidential information are subject to disciplinary action up to and including removal and/or legal action.

In signing this statement, I confirm that I have received a copy of the Confidentiality and Non-Disclosure Policy and agree to abide by the guidelines set forth therein.
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